
Noid, jerk



 By Day: Security PM for Microsoft

 INFRAGARD Member

 Organizer for DEFCON

 Organizer of LayerOne



 As we become more organized in our 
approach to security, our adversaries are 
adapting to counter us

 Exploit Development and Attack Lifecycles are 
speeding up

 They’re learning from us as we learn from 
them







 Increased Collaboration

 Increased Incentive
◦ Money

◦ State Sponsorship

 Developing Methodologies

 Increased Availability of Tools



 Money is the ultimate motivator

 More than ever there is financial incentive for 
the vulnerability researcher and exploit 
developer

 Some of these ‘exploit auction houses’ are 
legit, but the vast majority are black market



 Continuing to see the ‘same old’ exploits

◦ Stack/Heap based attacks

◦ Race Conditions

◦ XSS

◦ SQL Injection

For reference, Aleph1 wrote his (in)famous ‘Smashing 
the Stack For Fun and Profit’ paper in 1996
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 Decreased time between vulnerability 
identification and exploit

 Time to exploit in 2004 was 5.8 days

 Current time to exploit is half that



 ‘Copy Cat’ exploits with different payloads
◦ Harder to keep abreast of if what we are looking for 

keeps changing

 Exploit creators learning from intelligence 
gathered in prior attacks

 Use of BotNets to propagate exploit code at a 
record pace

 Attackers know more about their target OS’ 
than ever before



 They’re using the same tools we use and then 
some

 Fuzzing

 Web Application Fuzzing

 Metasploit

 MSF-XB



 Security product vendors including pre-
disclosure signatures aquired through 
vulnerability purchase programs in their 
products

 Attackers can use these signatures to 
pinpoint vulnerabilities and exploit vectors 
before full disclosure occurs





 Attacker loses the element of surprise

 Attacker exposes the nature of his exploit

 We can begin to learn about their 
methodologies, strategies, and development 
cycles



 We can alter Defense in Depth to meet the 
changing nature of the threats

 We can spend more resources on the areas 
where the attackers are focusing theirs



 Defense in Depth / Layered Security
◦ Developers, don’t assume networking is handling 

your security needs

◦ Ops, don’t assume the developers handled security 
in their code

◦ More intensive testing prior to release

◦ Be enterprise focused and holistic



 Attackers know more than ever

 Attackers have more incentive than ever

 Attackers are more organized than ever

 They learn from us, we need to keep learning 
from them



Q&A

noid@dc206.org


